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Is This the End of CentOS?
Linux Options for Production Service Providers
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ECG Makes The Network Work.

RFI, RFP
Selecting 
software

Configure 
software 
Remediate 
integration

Acceptance 
Testing 
Compliance 
Certification

Training & 
Operations
Voice & Data 
Networks
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What's the "Big Announcement?"
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CentOS Linux to 
be replaced with 
CentOS Stream
December 8, 2020: 

Red Hat (IBM Company) announced 
the end of CentOS Linux…

...but continued support for CentOS 
Stream

"CentOS Stream now sits between 
the Fedora Project’s operating 
system innovation and RHEL’s 
production stability."
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CentOS 
Announces the 
change

CentOS organization also announced 
the end of CentOS Linux

CentOS 8 will receive updates until 
end of 2021

CentOS 7 will receive updates 
through 2024 
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Upstream / Downstream

Diagram: thechartroom.co

https://thechartroom.co/2019/05/20/are-we-travelling-upstream-or-downstream/
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CentOS Stream "upstream" to RHEL
CentOS Stream is 
a pre-release, 
less-tested 
version - 
upstream to RHEL

CentOS Linux was 
downstream from 
RHEL - after 
testing 
completed

Diagram: The Linux Cluster

https://thelinuxcluster.com/2020/12/16/centos-project-is-shifting-to-centos-stream/
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What are "updates" 
and why do they matter?
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Linux Updates: Critical for Security
● Linux releases like "CentOS 7.1" 

or "Red Hat Enterprise Linux 8.2" 
have a fixed set of features 

● Routine software updates largely 
resolve security issues and 
substantial software defects

● Security issues are sometimes 
called CVEs because of "Common 
Vulnerabilities and Exposures"

● Funded by US Government (DHS 
CISA)

https://cve.mitre.org/
https://cve.mitre.org/
https://cve.mitre.org/about/faqs.html#cve_nvd_relationship
https://cve.mitre.org/about/faqs.html#cve_nvd_relationship
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Vulnerabilities are patched to produce updates
Red Hat tracks the vulnerabilities 
and integrates in patches.

Red Hat calls these "errata"

Subscribers get access to the errata 
and can easily update their 
platforms.
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E.g. Bug discovered Aug 12, fix released Feb 15

https://access.redhat.com/security/cve/cve-2020-17525
https://access.redhat.com/security/cve/cve-2020-17525
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-17525
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What is the industry response?
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"Users are Angry" - 
Steven Vaughan-Nichols, 
ZDNet
"In any case, it's very clear that Red Hat doesn't 
see CentOS Stream as a production server. As a 
server for RHEL customers to use to see what 
the next version of RHEL will bring to them, yes, 
but for day-to-day work? No"

"Red Hat will continue to support CentOS 7 and 
produce it through the remainder of the RHEL 7 
life cycle. ...CentOS 7, you'll see support through 
June 30, 2024. ..may also offer extended life 
cycle support for RHEL and CentOS 7"

https://www.zdnet.com/article/red-hat-resets-centos-linux-and-users-are-angry/
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"They've betrayed 
us." - Hacker News
"Imagine if you were running a 
business, and deployed CentOS 8 
based on the 10-year lifespan 
promise. You're totally screwed now, 
and Red Hat knows it. Why on earth 
didn't they make this switch starting 
with CentOS 9???? Let's not sugar 
coat this. They've betrayed us."

https://news.ycombinator.com/item?id=25345428
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What options do operators have?



Copyright 2021 ECG Inc (17)

RHEL free for up 
to 16 production 
servers

"We’re addressing this by expanding 
the terms of the Red Hat Developer 
program so that the Individual 
Developer subscription for RHEL can 
be used in production for up to 16 
systems. That’s exactly what it 
sounds like: for small production use 
cases, this is no-cost, self-supported 
RHEL."

https://www.redhat.com/en/blog/new-year-new-red-hat-enterprise-linux-programs-easier-ways-access-rhel
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ZDNet lists 
alternatives
1. CentOS Stream (🐶 🧪)

2. Oracle Linux ($ 🏢)

3. Cloud Linux ($ 👻)

4. Springdale Linux (🐶 🏫)

5. Rocky Linux  (🐶 👻)

6. HPE ClearOS (🐶 🏢 🧪)

https://arstechnica.com/gadgets/2020/12/centos-linux-is-gone-but-its-refugees-have-alternatives/
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Oracle Linux free 
to use with 
optional support

“We're putting Oracle Linux in your 
hands by doing two things:

● We've made the Oracle Linux 
software available free of 
charge

● We've created a simple script 
to switch your CentOS 
systems to Oracle Linux”

https://www.redhat.com/en/blog/new-year-new-red-hat-enterprise-linux-programs-easier-ways-access-rhel
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Other top (non-RHEL-based) server distributions
1. Ubuntu
2. Debian
3. openSUSE
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What are the key considerations?
(So what?)
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End of updates is coming
After 2024, CentOS 7 won't get security updates

● This means a major vulnerability discovered in January 2025 will not be 
patched 

● 3 years is a short lifespan for a Virtual Machine!

After 2021, CentOS 8 won't get updates
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Budgeting
● If you were using CentOS, you weren't paying anybody for updates

● You may need to plan to pay a vendor to keep access to updates
○ Red Hat - >= $349 per server (VM) and up
○ Oracle - >= $1200 per physical server

● Easy and proven option: Move to RHEL
○ No substantial migration complexity
○ Red Hat has a deep skill level and can do a great job of support on complex issues (e.g., 

custom kernel patch to fix a bug in a driver)
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Migration / retraining?
● If you're switching to another distribution, the system management can 

vary substantially

● Especially important if you're using automation tools
○ Ansible
○ Puppet
○ Chef
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Continue the Conversation

Mark R Lindsey, mark@ecg.co, +1-229-316-0013
Schedule a chat: https://ecg.co/lindsey/meeting

Sherwin Crown, scrown@ecg.co, +1-229-316-0015

Trevor Wolford, twolford@ecg.co, +1-229-316-0435
Account Manager

https://ecg.co/lindsey/meeting

